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I. INTRODUCTION
The age of Artificial Intelligence (Al) advancements facili-
tates human beings to go beyond traditional computers to
simulate, mimic human behavior, and surpass human intel-
ligence (i. e sensing, reasoning, learning, forecasting and au-
tomated tasks). The advent of Al as a novel and unique tech-
nology has unlocked the latest learning trend in the HEIs
sector attracted significant scholarly motivation have sky-
rocketed its popularity in HEIs. Currently, HEIs taking their
first steps into the unchartered territory of the possibilities
opened by advanced Al in the context of learning, teaching,
research and Information Technology (IT) governance [1].
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address the gap, we proposed artificial intelligence capability model underpinning on Resources- Based View and
Dynamic Capability in Higher Education Institutions. This paper contributes theoretically to the academic liter-
atures, stakeholders and managerial practice by extending resources-based view and dynamic capability view to
create better understanding of advanced artificial intelligence in Higher Education Institutions context.
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Indeed, this paradigm shift reflected the data-driven cul-
ture in HEIs as the influences of big data analytics (BDA)
have bolstered the current wave of advanced Al. The adop-
tion of advanced Al in HEIs has accelerated due to expanded
datasets, improved complex algorithms, and generative Al.
The significance of HEIs context as a frontier economic sec-
tor and evolving nature dynamically thus providing a rich
setting for diverse stakeholders to comprehend the impact
of advanced Al from predictive analytics to augmented Al
technologies or Al-driven tools.

Al has accelerated pace, and this is already affecting the
profound nature of education within HEIs [1]. The adop-
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tion of advanced Al in HEIs plays significant role in the im-
provement of the quality of education and learning and sub-
sequent resolve HEIs issues [2]. Advanced Al empowered
by goal-oriented, structured strategy towards agile orga-
nization management in HEIs. During the Fourth Indus-
trial Revolution (4IR), the convergence of Al demonstrated
by tools (i.e. Natural Language Processing (NLP), virtual
and augmented reality simulation, OpenAl’s Chat Genera-
tive Pretrained Transformer (ChatGPT), emotion recogni-
tion) gained popularity and reshaped the education land-
scape. Al's unique capability to revolutionize HEIs from sev-
eral key distinguishing characteristics, incorporating hu-
man emulation, automation, predictability, self-learning
and augmentation becoming significant research.

However, the benefits of advanced Al are not proportion-
ately accessible to the HEIs sector, especially in developing
countries. Past research and analysis on future evolution-
ary trends of Al and HEIs are being conducted by scholars
and researchers in developing countries including Malaysia
[3].- Unfortunately, these countries encounter inadequate
infrastructure and connectivity, exacerbating the digital di-
vide between urban and rural students and affordability is-
sues. Advanced Al still early stage of education practices
has brought perceived benefits, pressures and challenges
for HEIs.

Traditional Al technologies are universally adopted while
highly sophisticated capabilities of Al or advanced Al (i.e,
genetic algorithm, deep learning) are still in the early stages
of growth and have not yet been fully penetrated within
HEIs. As a result, there is a lack of sound evidence available
on Al adoption impact on HEIs performance as Al-based
tools have not been widely adopted in HEIs [4]. The aug-
mentation issues imply the collaboration of simple to com-
plex tasks between Al and humans bringing benefits and
added value in HEIs. Nevertheless, the automation of hu-
man replacement by Al requires further scientific explo-
ration [5].

Given this Al and HEIs background, by addressing the re-
search gaps based on formulated SLR Al findings [8], is the
raison d’etre of this study and dynamically analyze the fac-
tors influencing Al adoption in HEIs context and develop a
holistic Al-based framework within HEIs.

II. LITERATURE REVIEW
We adapt canonical reference by Russell & Norvig, 2021
to understand the evolution in the use of Al in HEIs liter-
atures. Historically, the terms of Al systems were coined
and idealize in the year 1956 by the father of Al renowned
as JohnMcCarthy mathematician and at Dartmouth confer-
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ence through Al project. The evolution discipline of Al
arose from the 1960s to 1970s with the growth of heuris-
tic programming techniques and the first neural networks
with the establishment of situation control techniques for
wide-ranging systems. The evolution of Al-based systems
starts with artificial narrow intelligence (ANI), then contin-
ues with artificial general intelligence (AGI), and ultimately
meets the level of artificial super intelligence (ASI), which is
expected the surpass human capabilities in all dimensions
of real-life learning in need for a regulation in future [9].

A. Defining Artificial Intelligence

Since Al evolved dynamically, there is no universally ac-
cepted and no perfect definition of Al indeed present a fun-
damental challenge of comprehensive understanding of Al
in unified manner [10]. It is interpreted and understood
considering several contemporary scientific vantage points.
A common definition of Al is a technology that enables ma-
chines intelligence to mimic various complex human cogni-
tive and skills. The technology perspective emphasize roles
Al is software application or algorithms, machine intelli-
gence and hardware technology for optimized Al workload
that Al simulate human cognitive to perform automation
complex tasks that were traditionally completed by humans
cognitive abilities [11].

While from IT innovation and performance, Al as “a col-
lection of tools and technology capable of augmenting and
enhancing organizational performance” defined by [5]. In
simple terms, Al is an assemblage of interrelated systems
and technologies that impersonate the cognitive functions
of the human mind for performing tasks, solving problems,
making recommendations and decisions. Al conjures up
images of machines with gigantic processing power super-
computers and the ability to adapt to their environment.
The unique features of supercomputers human-like cogni-
tion and functionality, which in turn develops their human
interactions [6].

A new hype and emergence of the use and application of Al
in HEIs in the world has opened new benefits, challenges
and possibilities for HEIs educational stakeholder. Never-
theless, we should take precautions and be aware of the
real limits of Al algorithmic solutions in complex tasks in
HEIs to minimize the challenges and risks of Al adoption.
While the integration of artificial intelligence technology of-
fers numerous advantages, it also entails various potential
risks.
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B. Benefits Artificial Intelligence in HEIs

Investigating the implementation of Al in HEIs is indeed a
timely and relevant topic that aligns with the rapid tech-
nology advancement. Recent advancements in technology,
especially in Al, have been greatly enhanced by the abil-
ity of algorithms to learn on their own, the availability of
large amounts of data, the increasing computational power
of machines and advanced research discovery. This has
resulted in Al-driven systems and technologies becoming
more widespread and efficient, while also becoming more
affordable and effective in solving HEIs myriad of complex
operation by providing predictive analytics, automation ca-
pabilities and virtual assistant [7].

Advanced Al transforming the way HEIs operate and revo-
lutionize the organization using natural language process-
ing and machine learning algorithms to automate manage-
ment routine tasks. It has the potential to improve uni-
versity administration with value added activities, with au-
tomated systems, enhance student involvement using Al-
powered chatbots and provide better staff assistance. Al
technology is cutting-edge and can revolutionize teaching
and learning in HEIs with machine learning, neural network
dan deep learning. It is anticipated that Al will improve
the governance of academic and non-academic operations
and has extensive uses in enhancing learning, advance re-
search, and administration efficiency [8]. Al in education
can facilitate personalized and adaptive learning systems
that customize information, activities, and feedback. It fa-
cilitated the individual requirements learning path and cus-
tomization of diverse needs, interest and maximizing learn-
ing achievements. Thus, Al enhancing the students through
engaging learning experiences integrated using virtual real-
ity (VR), virtuality-reality continuum (VRC) augmented re-
ality (AR) and gamification that simulate real-world experi-
ences proactively [9, 10].

Clearly, Al brings significant benefits to HEIs in various
facets such as automation, stability of Al- power predictive
analytics, profitability using Al-driven data analytics, effi-
ciencies in financial services power by Chatbots and virtual
assistance, systemic risk surveillance and regulatory re-
quirements using Al powered cybersecurity for safeguard-
ing sensitive data and integrity in HEIs.

C. Challenges and risks of Artificial Intelligence in HEIs
This sub-section pinpoints some challenges and risks (i.e.
technical challenges, pedagogical challenges) in Al adop-
tion in HEIs environment dealing with probabilistic results
[11, 12]. Although, there is past studies focused on chal-
lenges and risks of Al, such as data privacy, security, algo-
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rithmic bias and ethical issues [9, 13, 14, 15]. However, it is
still fragmented categories to related to transparency, moral
dilemma and erroneous use of Al in HEIs context.

D. Technical Challenges

Challenges in designing automated Al systems for the needs
and structure of Higher Education Institutions (HEIs). Be-
sides, the challenge is ensuring interoperability and com-
patibility of Al solutions with IT infrastructure capabilities
in HEIs.

E. Pedagogical Challenges

Create Al-powered educational tools and platforms to im-
prove learning results and accommodate various teaching
approaches. Ensuring that Al applications in education fos-
ter creativity in multimedia, critical thinking, and collabo-
ration among student teams [16].

E Ethical Principles in Al use and Development

Al into practice has also created a wave of ethical concerns
that ought to be identified and addressed in implementing
Al technologies. Al's emulation capability particularly se-
curity, potential misuse and ethics in HEIs. The existence
of algorithms trained on biased leads to discrimination out-
comes and unfair treatment in decision making by stake-
holders in HEIs. In addition, there is a lack of transparency
in the Al decision-making process due to the complexity of
system features, data-driven decisions that have errors and
dynamic tendencies in the HEISs.

G. Challenge of Al's Emulation Capability

Nowadays, cyber security measures are built on technolo-
gies that recognize bot behavior from legitimate human be-
havior, but AI's emulation capability more accurately of-
ten allows hackers to avoid such detection. Thus, through
Al emulation, cyberattack can use Al-powered attack accu-
rately mimicking human behavior if the system still using
traditional cybersecurity tool. The highly sophisticated Al-
powered attacks (i.e. Al-power malware) by professional
hackers enable bypass security defenses and infiltrate net-
works or systems undetected without triggering alarms or
anomalies detection.

H. Challenge of Data Ownership and Privacy

A definite aspect related to Al is the right of access to data
and data ownership. Although there are legal instruments
such as data protection laws being the basis for regulating
data access and data ownership. In addition, legal compli-
ance involves trustworthiness [17] and privacy. These prin-
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ciples, ideas and values influence the legal rules, organiza-
tional standards, and continuous policies regarding how to
reduce and mitigate the ethical difficulties that impede the
deployment of Al in HEIs in future [18].

L. Artificial Intelligence Adoption and HEIs

Studying IT innovation adoption mechanisms at the indi-
vidual and organizational level has a long tradition in in-
formation systems research. Al has the characteristic fea-
tures of advancement, dynamic, complexity, spillover, and
application, and it has widely and deeply penetrated vari-
ous fields specifically HEIs. Al adoption is a form of IT in-
novation adoption, where an organization implements new
technology, product, process, or practice involving the use
of computer hardware and software to enhance operations,
management, and decision-making. During this early stage,
the excitement around the implementation of Al technology
in HEIs is necessarily accompanied with a certain level of
uncertainty.

Al is a general-purpose technology which is impactful in-
novation due to unique characteristic, specialized require-
ment and capabilities distinguishing it from other disrup-
tive technology that are strike on harmonious equilibrium
functionality with user-centric design, simplicity, accessi-
bility and sophistication. The primary goal of implement-
ing Al adoption is to lead to organizational performance.
Thus, research on IT innovation adoption structures both
individual and organizational level has a well-established
history in information systems (IS) research to elucidate
and study multi-facet factor of technology adoption [19].
IS research field has developed dominant and well-known
theories and frameworks, for example, the technology ac-
ceptance model (TAM), Social Cognitive Theory (SCT) the
diffusion of innovation (DOI) theory, the unified theory
of acceptance, Resource Based View, Dynamic Capability
View, Theory of Planned Behavior (TPB), Actor-Network
Theory (ANT), Adoption-Diffusion-Implementation Contin-
uum, Use of technology (UTAUT) and the TOE framework.

III. THEORETICAL FRAMEWORK
The advanced of Al capabilities, we have proposed a new
model of the Al adoption integrated with specific Al capa-
bilities (AIC) holistic approach to address Al unique chal-
lenges the research problem and navigate the complexities
of Aladoption in dynamic HEIs asymmetric triple helix [11].

A. Artificial Intelligence Capability (AIC), RBV and DCV

Artificial Intelligence Capability (AIC) refer to “the ability
of a firm to select, orchestrate, and leverage its Al-specific
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resources” [10]. To build AIC, this study proposed on the
resource-based view (RBV) [20] and Dynamic Capability
View (DCV) of the firm and seeks to examine internal re-
sources, resource complementarity and resource reconfig-
uration with leveraged in environmental dynamism. Find-
ings from past studies indicate that the RBV and DCV are
appropriate and valuable theoretical lens for dynamic en-
Specifically, RBV and DCV encour-
age resource complementarity and develop Al-specific ca-
pabilities to align and synergize toward overall HEIs per-
formance, subsequently adapt to dynamic environment [21,

vironments in HEIs.

22, 23]. This study adapted Al capability and resources
guided by [24] tangible, human and intangible.

B. Al Data Capability

Data are as lifeblood of Al, considering one of the primary
enablers in leveraging the capability of Al by organization.
Al data capability refers to the ability of Al effectively pro-
vide high- quality data, process, prepare, and interpret data
to derive value from data to HEIs. Traditionally, organi-
zations focused on structured and semi-structured data as
guidance for decision-making, problem-solving and com-
petitive advantages. In contemporary times, HEIs capture
a vast array data and stemming data from multiple sources
and in multiple formats require large volumes of high-
quality data [11]. The availability of high-quality datasets is
indispensable to train the Al algorithms, particularly in ma-
chine learning. Since Al systems require massive training
datasets, Al “learn” from available data in a manner like the
way humans learning process, there is a high requirement
on large amounts of high-quality dataset. However, organi-
zations still lack available data in large amount of quantity
and high -quality data for Al model training. Therefore, we
assume Al data capability to facilitate Al implementation in
HEIs. Thus, we propose hypothesis 1 as below.

H1a: Al Data Capability has a positive relationship toward
HEIs performance moderated by environmental dynamism.

C. Al Technical Skills

Al technical skills refer to the necessity to deal with the
implementation and realization of Al algorithms, manag-
ing the infrastructure to support such initiatives, as well
as those to introduce and ensure Al applications adhere to
goals. It has been observed that specific Al generic skills
require individuals with key skills in programming, logic,
data structures, big data, language processing, and cogni-
tive learning theory [25]. Due to investing heavily in uti-
lizing knowledge-based Al-tools that are driven by large
amounts of data, information and rules, hence, HEIs require
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upskilling individual in Al [26]. Finally, HEIs must ensure
that Al systems are operating as expected and any unex-
pected issues, and unanticipated consequences are moni-
toring in detailed job function of performance Al system for
example troubleshooting, patches and compliance. Al tech-
nical skills are becoming critical for HEIs as Al generic skills
are currently scarce in the education sector and need more
Al training. H1b proposed as below.

H1b: Al Technical Skills has a positive relationship toward
HEIs performance moderated by environmental dynamism.

D. Al Management Capability

Al management capability potential is peculiar to strategic
planning, strengthening relationships within and between
companies, investment decision-making, coordination and
control. Itis the ability of an organization and staff to model
intelligent behavior in a computer or technology to cre-
ate added value for the organization’s sustainability. Un-
successful implemented of Al occurred if HEIs lacks data
automation, structured analysis and cybersecurity issues.
Furthermore, Al management capability must strong con-
trol on cybersecurity management to protect internal and
external vulnerabilities. Al management capabilities cata-
lyst on risk management by prioritizing refining algorithms
for malware classification, intrusion detection and threat-
ening intelligence sensing. Thus, we hypothesize that:

H1lc: Al Management Capability has a positive relationship
toward HEIs performance moderated by environmental dy-
namism.

E. Moderating Role of Environmental Dynamism (ED)

Environmental Dynamism (ED) can be define as “the volatil-
ity and unpredictability of the firm’s external environment
[27]". The moderating role of ED has gained significant at-
tention from scholars over the past decade. Although the
DCV has been increasingly used as one of the most im-
portant theoretical lenses for the existence of the underly-
ing organizational routines, but also the context in which
these capabilities are deployed. Scholars have recognized
the role of ED as a potentially important contextual vari-
able in HEIs compared to stable environment. ED is a key
factor in DC theory which suggests that the differential ef-
fects of DC on organizational performance are contingent
on the level of dynamism of the organisation’s external en-
vironment by leveraging Al capabilities. Hence, based on
these arguments, we hypothesize:

H2: Environmental dynamism has a positive moderating ef-
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fect on HEIs performance.

E HEIs Performance

Organizational performance (OP) represents multifaceted
metrics of the organization to achieve holistic performance
beyond financial metric (i.e. marketing performance, ad-
ministrative performance, innovation). The combination
RBV and DCV deemed fit to perceive business values
through the process of AIC, automation effect, data informa-
tional effect or data effect, transformational effect and inno-
vation performance towards HEIs performance [28]. Thus,
with game-changing innovations juxtaposed with advance
of Al, HEIs require an exponential pace to stay relevant and
stay ahead of the curve to fuel future growth.

G. Financial Performance

The ability of the organization to attain financial resilience
profitability, minimize cost by reducing unnecessary ex-
pense s, leverage profit margin, reallocate funds, reduction
of staff through automation, predictive using Al-powered
predictive analysis, optimize resources allocation and ele-
vation of revenue-generating activities.

H. Marketing Performance

HEIs, as organizations align the marketing strategies to cre-
ate value for the company's customers, typically refer to un-
dergraduate and post-graduate students, international stu-
dents and professional life-long learning students. For ex-
ample, personalized Al technology machine learning algo-
rithms to understand from student perspectives using Al
predictive analytics and predictive market trend in HEIs [9]
HEIs also optimized digital advertising using Al ad plat-
forms across multiple social media platforms with organi-
zational agility response low market turbulence.

I. Administrative Performance

Administrative performance refers to processes and daily
tasks to implement and designed in organization to gain ef-
ficiencies and effectiveness to support organization’s over-
all objectives. Integration of Al-driven system s and HEIs
can reduce workload on administrative staff and academi-
cian using Al-power chatbots to handle routine inquiries
from students, alumni and staff in HEIs. Al driven doc-
ument management system able to streamline adminis-
trative workflows and automate the process to minimize
errors, automatic grading, speed-up responses time and
maintain automating repetitive tasks efficiently.
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Fig. 1. Model of Advanced Artificial Intelligence in HEIs

IV. RESEARCH DESIGN AND METHODOLOGY

This study is an early investigation of Al applications adop-
tion at the organizational level, incorporating well estab-
lished theories into a novel innovation. For the quantitative
study, the data will be analyzed using SPSS 28.0, and Smart-
PLS4. A two-stage approach that incorporates partial least
squares structural equation modeling (PLS-SEM) with arti-
ficial neural network (ANN) will be utilized to analyze sur-
vey data in Malaysia and Pakistan. The questionnaire will
develop clear and compelling communication and profes-
sional to encourage the rate of response and will use an e-
survey questionnaire to collect data from HEIs respondents.
Thematically, the questionnaire focused on a variety of in-
terconnected factors based on the conceptual RBV and DCV
model.

V. CONCLUSION AND FUTURE WORK

As theoretical contribution, this study explores how Al ca-
pabilities identify avenues for improving HEIs performance
by focusing on tangible and intangible factors from RBV and
DCV theories at organizational level perspectives. Clearly,
the development of AIC significantly transformed the edu-
cational world by sharpening the Al skills and providing a
collaborative learning environment in the HEI with signif-
icant implications for the near future. In reality, AIC HEIs
research model provides a foundation for future research
on how HEIs deploy and perceive the benefits of Al toward
HEIs performance with dynamic environment. It can be
used as a starting point for further in-depth investigation
on AIC in HEIs.
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